.- -0 -
. '
ERIC WELLMAKER

. | ), |
/ w .
— AN\ -9 >
- : R .
. _ = y
’ -
- |
> -
. BELLEVUE UNMIERSITY -
MILESTONE 5 ASSIGNMENT
CYBR515: SECURITY ARCH & DESIGN

JUNE 2ND, 2022




INTRODUCTION

Network
Architecture

Firewall 802.11 (Wi-Fi)

FEURETE SEEiy; Protection Security

BYOD (Bring Your Virtual Machines &
Own Device) DMSZ Ne'Fwork Email Protection Antivirus Software
Securit ecurity Securit
Y urity

PPTP (Point-to-
Point Tunneling
Protocol) Security

FTP (File Transfer Web Browser
Protocol) Security Security

|dentified System Vulnerabilities




Current Framework

4

2 Proofpoint
Email Protection «——
appliances

2 Aruba 7000

Corporate HQO &
Principle
Warehouse

Mobility Controller
nuer lﬂD AP 300

Access Points i ﬁ
(Firewall)

1

Interpretation of J&L Coffe Inc.

| Network

NETWORK ARCHITECTURE

2 Proofpoint
Email Protection

appliances Point-To-Point Tunneling
Protocol (PFTP}

Corporate HQO, &
Principle
Warehpuse

st Layer; 2 Cisco Nexus

&1 Coffea Campus

SAN for 1

3rd Layer; Cisco S20{J FoE

Active Directory Domain with 2
Domain controllers on Windows
Servef 2016

witch

2 Palo Alto PA 5220
Firewall

Layer; 2 [Ci: talyst
B300 Serjes Switch
| 200TByte fIPE Storage with

e B

80 Servers

[ |
[——1

400 Dell Optiplex 3080
Workstations

Web server(lls) & Email
Server

File Transfi
accessible

VMware vSphere
Hypervisor (ESX\}

r Protocol
rom Home

ence

2 point of Sale
Computer Systems

2 Palo Altp PA 5220

Fi 1] 2nd Layer; 2

Wireless Access Point— 5

1

High Speed Iptemet

rd Layer; Cisco 9200 PoE
Switch

Active Directpry Domail
with 2 Domain

200TByte HPE Storage with
SAN for 100 DL180 Servers

Revised Framework

Final Design J&L Coffe Inc.
Network Infrastructure

2 Aruba 7000
Mobility Controller
over 100 AP 300
Series Wireless

Cloud/5aaS.

Access Points 2 Point of Sale
(Firewall) Computer Systems
(C\Dvegrﬁ:ewme Office Computer
dpoint Initiated
PMZ Network

ZTNA)

DNS Server

Router

Web server(ils)
Email Server

peTe
Network Adu 55

Firewall

Firewall
VMware vSphere
Hypervisor (ESXi)

Device
Public Wireless Access Point

Virtual PC (Endpoint Initiated
ZTNA)

controllers gn Windows

Virtual PC
[fe=—
CYBR515 Milestone 1b 400 Dell Optiplex 3080
Assignment_Eric Workstations (Endpoint | e
Wellmaker Initiated ZTNA)  Application-Level Gateway

twork ‘

‘Cloud/Saas

**E External Firew:l\_g
S/viae (Sl Inspection

Packet)  _
File Transfer Protocol
accessible from Home
Web server{lis) & Residence (Service Initiated CYBR315 M4b
Email Server ZTNA) Assignment_Eric
Wellmaker



PASSWORD & FIREWALL ZTNA (Zero Trust Network Access)
PROTECTION Stateful Inspection Firewall

Application-level Gateway Firewall




802.11 (WI-FI) & BYOD (BRING YOUR OWN DEVICE)

= Disable/Rename SSID
= Utilize WPA2 Wi-Fi Security

= SaaS (Software as a Service)
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VIRTUAL MACHINES & ANTIVIRUS SOFTWARE SECURITY
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CONCLUSION

] &L Coffee Inc. has suffered a security breach from their current network design and current running security
protocols.With the revised framework that | have designed, | believe this new network will significantly reduce the
likelihood of a security breach. Let's work together to protect and mitigate ] & L Coffee Inc. employees and
customers.
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