
Web Hacking Lab 
 

Name: __Eric Wellmaker______________ 

1 Overview 
This lab utilizes the OWASP Juice Shop project to expose students to discovering web vulnerabilities 
through use of multiple tools and techniques.     

1.1 Background 
The OWASP Juice Shop is a commerce oriented web application which contains many vulnerabilities of 
varying difficulty to exploit which align with the OWASP Top 10 vulnerabilities.  As is often the case there 
may be multiple ways to exploit a particular vulnerability.  Use of a training ground such as Juice Shop 
allows an individual to practice with multiple tools or processes in identifying and exploiting 
vulnerabilities. 

3.3 Complete the one and two star difficulty tutorials (25pts) 
Your first task will be to uncover the Juice Shop scoreboard.  This scoreboard will not only provide you 
feedback on your progress but allow you to launch the tutorials required to complete this section. 

 One star challenges 

  Score Board – Find the carefully hidden ‘Score Board’ page. 

  DOM XSS – Perform a DOM XSS attack with <iframe src=”javascript:alert(‘xss’)”> 

  Bonus Payload - Use the bonus payload <iframe width="100%" height="166" 
scrolling="no" frameborder="no" allow="autoplay" 
src="https://w.soundcloud.com/player/?url=https%3A//api.soundcloud.com/tracks/771984076&color=
%23ff5500&auto_play=true&hide_related=false&show_comments=true&show_user=true&show_repos
ts=false&show_teaser=true"></iframe> in the DOM XSS challenge. 

  Privacy Policy – Read our privacy policy. 

 Two star challenges 

  Login Admin – Log in with the administrator’s user account 

  Password Strength – Log in with the administrator's user credentials without previously 
changing them or applying SQL Injection. 

  View Basket – View another user’s shopping basket 





 

Task 3.4 Complete ‘Zero Stars’ challenge (one star difficulty) (20 pts) 
The Zero Stars challenge if for you to find a way to give a devastating zero-star feedback to the store.   



 

 

 

To accomplish the zero-feedback rating, I had to utilize another exploit program called Burp Suite. Burp 
is known for man-in-the middle attacks, so to accomplish giving a “zero rating” I had to open a window 
inside Burp Suite. From there, I had to intercept the traffic. In the adjacent window for giving customer 
feedback, I originally gave feedback of 3, then under the Burp intercept forwarding command, I could 
see the “rating”. I altered the rating to a zero, then hit submit, resulting in a zero rating for the exercise. 



The OWASP Top Ten category for this type of vulnerability would be A1 (Injection Vulnerability) A5 
(Security misconfiguration). Mitigation for the Injection Vulnerability would not be allowing a user to 
accept untrusted data from another application without first properly validating it. And implement 
access control mechanisms once and re-use them throughout the application, including minimizing 
Cross-Origin Resource Sharing (CORS) usage (OWASP TOP10., 2021). The other would be properly 
configured web browser, security software that would guard against vulnerability attacks and utilizing a 
segmented application architecture which would protect critical infrastructure components from being 
accessed in the event of a security breach (Simpson, M., & Antill, N., 2017). 

 

Task 3.5 Complete ‘Admin Section’ challenge (two star difficulty) (25 pts) 
The Admin Section challenge is for you to access the administration section of the store. 

 



 

 

For this exploit, I right clicked on the mouse and selected the Inspect (Q) option. From there, I navigated 
over to the Debugger tab and selected JS main.js. To make it easier to read, you click the {} and it will be 
in a readable script from 1-til the end of the script. From here I did a “control F” and searched for admin 
and located the path: ‘administration’. This is what I needed to complete the question. First, I had to 
login to the website as an admin, otherwise I would get a 403 error. I substituted the scoreboard for 
administration, and it redirected me to the admin section of the store where I could view all comments 
for clients store experience. The OWASP Top Ten category for this type of vulnerability would be A4 
(Insecure direct object reference). This is the ability for a programmer to guess names when accessing 
database records (Simpson, M., & Antill, N., 2017). The recommended mitigation for this vulnerability 
would be to provide a two-way authentication key to the admin that requests to login with 
administrator privileges. This way, when a request is sent a secondary email or text message is sent to 
the registered device of the admin to further authenticate the admin. Another level of protection would 
be to separate tier layers on the system and network layers depending on the necessary level of usage 
and the type of data being stored (OWASP TOP10., 2021). 

Task 3.6 Complete ‘Deluxe Fraud’ challenge (three star difficulty) (30 pts) 
The Deluxe Fraud challenge is for you to obtain a Deluxe Membership without paying for it. You should 
complete this challenge using your user account (i.e. not an admin or other user) and not user a credit 
card. 



 

For the final section, I had to log into my account and click the Label Deluxe Member. From there, I 
clicked again Lable_Become_Member. From here I had to open Burp Suite in an adjacent window to 
complete the upgrade action. Going back to My_Payment_Options, I right clicked Inspect(Q). Clicking 
the pick an element option, help narrow down the search 

 

The section highlighted in blue is important because it determines whether or not the customer has 
paid. It is here that I will alter the code by erasing the “mat button-disabled” & “disabled=”true” in order 



to make the balance icon clickable. From there, I went into Burp Suite to execute the alteration of code:

 

Going back to Burp Suite, I utilized the intercept feature and on line 21 you can see 
{“paymentMode”:wallet”} 



 

Next, I had to copy the code to the Repeater and again on line 21 I changed the “paymentMode”: “paid” 
instead of wallet allowing toe system to process the Deluxe Upgrade. 



 

From the OWASP Top Ten this type of attack would be A9 (Using components with known 
vulnerabilities) & A10 (Unvalidated redirects and requests). Ill break down these three and how I was 
able to gain access according to OWASP. Using components with known vulnerabilities, I opted to utilize 
Burp Suite because of the Man-in-the-middle attack. It was this attack which allowed me to intercept 
traffic from the domain and alter the payment to “paid”. Along with Burp Suite ties into A10 because the 
website allowed a unvalidated redirect request without further authentication (Simpson, M., & Antill, 
N., 2017). To mitigate both vulnerabilities, I would recommend a HTTPS webserver which has multiple 
layers of security to validate user requests. Ensure log data is encoded correctly to prevent injections or 
attacks on the logging or monitoring of systems & to ensure high-value transactions have an audit trail 
with integrity controls to prevent tampering or deletion, such as append-only database tables or similar. 



Enforce “deny by default” firewall policies or network access control rules to block all but essential 
intranet traffic (OWASP TOP10., 2021). 
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