Web Hacking Lab

Name: _Eric Wellmaker

1 Overview
This lab utilizes the OWASP Juice Shop project to expose students to discovering web vulnerabilities
through use of multiple tools and techniques.

1.1 Background

The OWASP Juice Shop is a commerce oriented web application which contains many vulnerabilities of
varying difficulty to exploit which align with the OWASP Top 10 vulnerabilities. As is often the case there
may be multiple ways to exploit a particular vulnerability. Use of a training ground such as Juice Shop
allows an individual to practice with multiple tools or processes in identifying and exploiting
vulnerabilities.

3.3 Complete the one and two star difficulty tutorials (25pts)
Your first task will be to uncover the Juice Shop scoreboard. This scoreboard will not only provide you
feedback on your progress but allow you to launch the tutorials required to complete this section.

One star challenges
Score Board — Find the carefully hidden ‘Score Board’ page.
DOM XSS — Perform a DOM XSS attack with <iframe src="javascript:alert(‘xss’)”>

Bonus Payload - Use the bonus payload <iframe width="100%" height="166"
scrolling="no" frameborder="no" allow="autoplay"
src="https://w.soundcloud.com/player/?url=https%3A//api.soundcloud.com/tracks/771984076&color=
%23ff5500&auto_play=true&hide_related=false&show_comments=true&show_user=true&show_repos
ts=false&show_teaser=true"></iframe> in the DOM XSS challenge.

Privacy Policy — Read our privacy policy.
Two star challenges
Login Admin — Log in with the administrator’s user account

Password Strength — Log in with the administrator's user credentials without previously
changing them or applying SQL Injection.

View Basket — View another user’s shopping basket



| OWASP Juice Shop

0
Q@ account W vour Basket @ EN|

Score Board Coding Score

Hide all

er Input Vali W unsolved

ontrol Good for Demos. W unsoived

OSINT Wunsolved

Shenanigans

solved

Shenanigans

solved
Tutorial

Brute Force

il unsolved
Shenanigans
Submit 10 or mo nds Brute Force il unsolved
& Change the name of a user by performing Cross-Site Request Forg.
CSRF

Ty / il unsolved
Confidential Document ifidential document. ensitive Data Ex

Good for Demos il unsolved

Good for Demos
Perform 2 attack with <ifra j cript:alert( g

Solved
Tutorial



Good for Demos
Log in with the adminis @ Esolved
Tutorial
Log in with Amy's original u
trillion centuries to brute force, but 4 ensit ta B> OSINT il unsalved
Not

in Bender ith Bender's user a injection Tutorial W unsoived
in Jim Log in with Jim's user account Injection Tutorial

OSINT
og in with MC Safe o : —
‘uﬂ i : sltive Dats il unsolved
njs oth Shenanigans

Put an addit o < < il unsolved
i unsolved

OSINT i unsalved

Shenanigans [l unsolved

which are nat
Code An: il unsolved

g in with the administr: piteny aut prey y Brute Force

= o B solved
applying SQL Injectics Tutorial

I — —_— Wonsoived
Good Practice
Good for Demos M solved
Good for Demos & solved
Tutorial

Good fo
[l unsolved

ol unsolved

@ unsolved

o t original
sword v uthent OSINT & unzalvea
Code An:
B solved
Tutorial

Policy e i y a ould before getting into the actio v Good Practice @l unsolved
d a file larger than 100 kB T e @l unsolved

d a file that has no .pdf o exte @ unsolved

Good for Demos
Bsolved
Tutorial

OSINT @ unsolved

i unsolved

Task 3.4 Complete ‘Zero Stars’ challenge (one star difficulty) (20 pts)
The Zero Stars challenge if for you to find a way to give a devastating zero-star feedback to the store.
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To accomplish the zero-feedback rating, | had to utilize another exploit program called Burp Suite. Burp
is known for man-in-the middle attacks, so to accomplish giving a “zero rating” | had to open a window
inside Burp Suite. From there, | had to intercept the traffic. In the adjacent window for giving customer
feedback, | originally gave feedback of 3, then under the Burp intercept forwarding command, | could

see the “rating”. | altered the rating to a zero, then hit submit, resulting in a zero rating for the exercise.



The OWASP Top Ten category for this type of vulnerability would be Al (Injection Vulnerability) A5
(Security misconfiguration). Mitigation for the Injection Vulnerability would not be allowing a user to
accept untrusted data from another application without first properly validating it. And implement
access control mechanisms once and re-use them throughout the application, including minimizing
Cross-Origin Resource Sharing (CORS) usage (OWASP TOP10., 2021). The other would be properly
configured web browser, security software that would guard against vulnerability attacks and utilizing a
segmented application architecture which would protect critical infrastructure components from being
accessed in the event of a security breach (Simpson, M., & Antill, N., 2017).

Task 3.5 Complete ‘Admin Section’ challenge (two star difficulty) (25 pts)
The Admin Section challenge is for you to access the administration section of the store.
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For this exploit, | right clicked on the mouse and selected the Inspect (Q) option. From there, | navigated
over to the Debugger tab and selected JS main.js. To make it easier to read, you click the {} and it will be
in a readable script from 1-til the end of the script. From here | did a “control F” and searched for admin
and located the path: ‘administration’. This is what | needed to complete the question. First, | had to
login to the website as an admin, otherwise | would get a 403 error. | substituted the scoreboard for
administration, and it redirected me to the admin section of the store where | could view all comments
for clients store experience. The OWASP Top Ten category for this type of vulnerability would be A4
(Insecure direct object reference). This is the ability for a programmer to guess names when accessing
database records (Simpson, M., & Antill, N., 2017). The recommended mitigation for this vulnerability
would be to provide a two-way authentication key to the admin that requests to login with
administrator privileges. This way, when a request is sent a secondary email or text message is sent to
the registered device of the admin to further authenticate the admin. Another level of protection would
be to separate tier layers on the system and network layers depending on the necessary level of usage
and the type of data being stored (OWASP TOP10., 2021).

Task 3.6 Complete ‘Deluxe Fraud’ challenge (three star difficulty) (30 pts)

The Deluxe Fraud challenge is for you to obtain a Deluxe Membership without paying for it. You should
complete this challenge using your user account (i.e. not an admin or other user) and not user a credit
card.
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For the final section, | had to log into my account and click the Label Deluxe Member. From there, |
clicked again Lable_Become_Member. From here | had to open Burp Suite in an adjacent window to
complete the upgrade action. Going back to My_Payment_Options, | right clicked Inspect(Q). Clicking
the pick an element option, help narrow down the search

w<button cl t-focus-indicator btn mat- sed-button mat-button-ba rimary mat-button-disable
ngcontent 1-c233="" type="submit" color="primary" mat-raised-butt sty "float: right;" disabled="true">

The section highlighted in blue is important because it determines whether or not the customer has
paid. It is here that | will alter the code by erasing the “mat button-disabled” & “disabled="true” in order



to make the balance icon clickable. From there, | went into Burp Suite to execute the alteration of code:

My Payment Options

Add new card

Pay using wallet Wallet Balance o, Pay 49.00c

Add a coupon

Other payment options

> Continue
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w<button ngcontent-ugb-c233 type="submit" color="primary" mat-raised-button class="mat-focus-indi
catar btn mat-raised-button” style="float: right;"> — 50
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Going back to Burp Suite, | utilized the intercept feature and on line 21 you can see
{“paymentMode”:wallet”}

float:
right;
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POST frest/deluxe-membership HTTP/1.1

Host: localhost:3000

Content-Length: 24

sec-ch-ua: "MNot;A=Brand";w="93", "Chromium";v="108&"

Accept: application/json, text/plain, */%

Content-Type: application/json

sec-ch-ua-mobile: 70

Authorization: Bearer

ey J0exXAi 01 IKVIQILCIhbGei01J5UzTINI IS, ey JzdGFOd XML 01 JzdwWh] ZXNz Iiwi ZGFOYSIE
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mEHr TwLTxOnESEGsa_gwi RA19S chN8ex3T

9 User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64) ApplewWehKit /537,36
[KHTML, like Gecko) Chromes106,0.5249,62 Safari/537.36

10 sec-ch-ua-platform: "Linux"

11 Origin: http://localhost: 3000

Sec-Fetch-Site: same-origin

13 Sec-Fetch-Made: cors

14 Sec-Fetch-Dest: empty

15 Referer: http://localhost: 3000/

16 Accept-Encoding: gzip, deflate

17 Accept-Language: en-US,en;g=0.9

18 Cookie: language=en; welcomebanner_status=dismiss; cookileconsent_status=
dismiss; token=
ey J0e¥A101IKVIQILCIhbGe101J5UZT1NLI9, ey Jzd GFOd XML 01 Jz dwWhj ZXNz I1wi ZGFOYSI6E
ey IpZCIGM] IsInVzZXIuYWllIj ol TiwliZWlhawwi 0l JyM2d00T Az QGdt YWl sLmNvbSIsInBhc
3N3b3IkT] 01 NTgy ZWHxNGHWN] ALMWIL NWYZYTJj ZnULMTk 0ZTUSODC1LCIyb2xl T 01Y3VzdG
St ZXT1LCIkZWx1eGVUb2t1biTI6TI1IsImxhe3RMb2dpbklwl] 01 MC4wl] AUMCIsINByb2Zpb GV
IBWFNZSIEI19hc 3N dHMy cHVABGL j L2t YWd 1l cy 91 cGxvyWRzL2R1 ZmF1bHOUc 3ZnIiwid Ga0
cFNLY3J1dCIAIiTsIml zOWNOaXZl I pOcnVlLCI] emVhdGVkQ¥Q1 01Ty MDIyLTEWLTIOI DAY O
1 Ey 07 T4L] M3MNy ArMDAGMDALLCI1 cGRhdGYk OX01 01 Ty MDIy L TEWLTIOI DAY Of By 0f T4L] M3Ny
ArMDAGMDALLCIk Zwx1 dGVk QX010m51bGx AL CIpYX01 0] E2N] Y1 0DAZMT Qs ImVA4c CIEMTY 2] U
S00YxMHO. xuRs14rwFrEx JGU3yP3ayx18G0vFSE5T90% ryuSHL Ly q01 2CnwHZ - 1Y cNSLt 5d dw
no2U8wmbk Nz OHMy 74Ld 95021 gdy IYD3ABANSpl dUTU70_vpW2CKTSCOomWsKFL vk Jul eBhDy 8
mEHr TwLTxOnESEGsa_qw] RALSS chN8ex3T
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Next, | had to copy the code to the Repeater and again on line 21 | changed the “paymentMode”: “paid”
instead of wallet allowing toe system to process the Deluxe Upgrade.
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HTTR/1.1 200 0K
Access-Control-Allow-Origin: #
¥-Content-Type-Options: nosniff
¥-Frame-Options; SAMEORIGIM
Feature-Policy: payment 'self’
¥-Recruiting: /#/jobs
Content-Type: application/json; charset=utf-8
& Content-Length: 934
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From the OWASP Top Ten this type of attack would be A9 (Using components with known
vulnerabilities) & A10 (Unvalidated redirects and requests). Ill break down these three and how | was
able to gain access according to OWASP. Using components with known vulnerabilities, | opted to utilize
Burp Suite because of the Man-in-the-middle attack. It was this attack which allowed me to intercept
traffic from the domain and alter the payment to “paid”. Along with Burp Suite ties into A10 because the
website allowed a unvalidated redirect request without further authentication (Simpson, M., & Antill,
N., 2017). To mitigate both vulnerabilities, | would recommend a HTTPS webserver which has multiple
layers of security to validate user requests. Ensure log data is encoded correctly to prevent injections or
attacks on the logging or monitoring of systems & to ensure high-value transactions have an audit trail
with integrity controls to prevent tampering or deletion, such as append-only database tables or similar.



Enforce “deny by default” firewall policies or network access control rules to block all but essential
intranet traffic (OWASP TOP10., 2021).
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